FEA S A A0 B QAR 0001 001 Qb ol Gl Gtk

R AR L0 T A O R DA O 0 A R DR B R DA R b e




Contents

&P ppos 22 e

&P 000S 2 [Hl AFE Z=H

§[D 0Dos =2 s wrot
') J1Et T2 Ak




"1.DDOS 23

1. DDOS 34 &4

IRC Mt (TCP/B567)

&g

2%

. %7
@%

1) HioledA 218/ ali2! Al k=22 IRC HH2l
5ot 23 2 2d =2

2) 4% S8 #1200 S02HAd ZombieSH|
SH AIE SA XA

= Zombie PC
= Cyber froop
» Boinet S

0 Agent S It YAl

- P2P : A S/WOll ot AE
(DDOS Agent] &)

- /014 A : &/810Id A0 2t
dE (DDOS Agent) &

- AlRl3%t : 0l SE St 4y

I E=(DDOS Agent) &I

- SHI0IXI - FH et AOIE HESE
&%t 24 1 (DDOS Agent) /I

—| =1
<FSA S8
Finangial Security Agency



JD0S 34 i

2. 3% ¥ 24
PPS S7t gyl e HES S S5
(PPS Consuming) (http Flooding]) Consuming
Alg o=e= TCP HTTP =2 UDP/ICMP
27 pC YA /=9l /=9l =
e 1 AL IP AHIP 1 AL IP
6abyte 010} 1000~1500Dyte
axn ou 100Mbyte SOl JAL HS AIE 1Gbyte
4~ A|O}-Z 4O} ppg 2~ A|0F PPS
Eo| Xt O} X}
ax a ”';1;,"13%3”;65}:2@“" AMH SO EHAE | DM U= xi}
TH [JA AJAH TE £ L —
Mok ALY BUSHIONAIS S By Aam  SEUSHIWL ME
ol I= \|AH S0 EE AAY

>

—
Fy S§ER IR
(__ Finangial Security Agency




"1.DDOS 23

3. DD0S 32| &g}

o HIZJ| 24
Ol AOIEHIE : =& 1488t PPS 0] &F &M
o Slow TCP Connection Flooding &%
0ll) Ct==2l PCOIAM =& 10 Connection 0I0}
0 httpE 0|22 34
0l 34 Ui AIOIE EAE STt URL Hi2tdlge HE
0 JI= DDOS 34 J|=2 S8
0ll) &2 2 Z IPE Source IP HZX

| =1
5. FSA SEREETE
Finangial Security Agency



"Il.DD0S 2 S AI™ =H|

1.J] dXIE A|28& 0182 ZLIHS Ml +1=

@ MRTGE 0I8¢ HERNT 2EUHTS
MRTG S 012010 PPS, BPS S 2UHZ +%H

0 PPS(Packet per Second) 2LUHY
-2 M 34 2 2 /8 II9 SPPS 31 3

2HWS : “"“AI 2L 2~3tH Ol &2 PPSJI 10-5— 01 XIsE 32
S)

OoOT1O0OT *

E'_LIHE' mrtg S& 0/8¢ PPS 2EUHS(ZHRH, L3/L14 AH X

o

"Weekly' Graph (30 Minute Average)

480.0 k

E | : 5 .
e P e e e et LR P R e FEERR R L S R R R
& i H [ : :
5: 240 .0 k .;...\'....:_ - "
(=% »

L B T T Storioe e

=B . i

= el o v

0.0 k

Max Ind65 3 kpps  Average %992 9kpps Current In31.4 kpps
Max Out: 29 8 kpp:s Average Cut2é 2 kppe Current Outd( 2 kpps

—| =1
6 FSA SEREETE
Finangial Security Agency




"I1.DDOS 2 S AI™ =H|

1.J] dXIE A|28& 0182 ZLIHS Ml +1=

0 BPS(Bits per Second) 2UHZ
- E I-I .T.l?:l Ilzs l:ll O&I ]:[I.C_)I %[[Hat EEHZIII I-I-g gzld]
%‘Z.”c%'-?- : I“*EIZI EEHI" ol0| =J1010] A0l 9= MM H=9]|
90% 0|M AI2E 82
- TUHE :mrtg S 0|28 BPS TUHZ(ZIH, L3/L4 A4 Xl S)

dod .0k T
00,0 b Qi
F00.0 k Hi

1000 &k

Bits per Second

a.0k b ;
16 18 20 72 0 2 4 E B 10 17 14 15 18 20 27 ©

FH =480 2265 0/s (02%) B2 4A1L54060 b/s (0 1%) ®™IH A1 7664.0 b's (0 19%)
FI(H &4L3730kn s (A7) T &AL SOSKy/s (05%) HIH &4 854 ks (09%)

—| =1
- <FSA S8
Finangial Security Agency



"1I.DDOS 2 2 AN =H)

1.J] dXIE A|28E 0182 Z2UHS Ml =

@ HEH3T 3dl X MH ds ZEUH
JIE HER3T &dl X ME0l et dS((CPU, HIZC, MA A3 S) BUHE =

0 Z4Z UIER T/ Hl XX MU0l

- = 5 A ZOIE HAS Yo J|= Xt
- BANS : M L YIENT FHIO| CPU X HIT2] A2 0| 20| St
- FUH : mrtglYIEYT EHI) 2 SMSINH) S2 0188 FLE

._%32_[:] = = ¥ - e - =
B o 1L | L
ﬂ ' I,._.i..-"._.l-'-fu—ur""'_mr""-.._ | Attt Ty sRR | |
S 80 N ERERE SEERAEE
[ ' H"i.n__v—"rf | #.-'u—-M
S -: [

121416 182022024681012141618202202468

—| =1
- FSA SEREETE
Finangial Security Agency



171 8XE NAYE 0128 SUET N 7=

o MH ZUHA

-2 N gANH PUHE

- S AL SYN_RECEIVED &EH)t 240 SIHIPHZE SYN Flooding)ot H U,
S IPOIM tHEO] MM HZB(ESTABLISHED AMEH) Sh4H

SYN_RECEIVED
SYN_RECEIVED
SYN_RECEIVED
SYN_RECEIVED
SYN_RECEIVED
SYN_RECEIVED
SYN_RECEIVED

SYN_RECEIVED

SIEN P'I:'l"‘"l:"l'll'l.'."l\
cyn j IGP 28.208.28.2:88 20.20.8.188:4378% ESTABLISHED

cyn j TCP 20.20.20.2:80 20.20.0.1008: 43706 ESTABLISHED
gyN_1 TCP 20.20.20.2:80 20.20.0._100:43787 ESTABLISHED
SYN_] TCP 20.20.20.2:80 20.208.0._1008: 43788 ESTABLISHED
: SYN_I TCP 20.20.20.2:80 20.20.0.10A: 43709 ESTABLISHED
. 20.20.20.2:80 20.20.0.19A:43710 ESTABLISHED

IP |:|=|I SVn FIOOd'"g oj:l AI 20.20.20.2:80 20.20.0.18A:43711 ESTABLISHED
20.20.20.2:80 20.20.0.100:43712 ESTABLISHED

20.20.200.2:88 20.20.8.1080:43713 ESTABLISHED
20.20.200.2:8@ 20.20.8.1868:43714 ESTABLISHED

28.28.208.2:88 20.280.8.1868:43715 ESTABLISHED
28.28.208.2:88 20.28.8.1868:43716 ESTABLISHED
20.28.20.2:88 20.28.8.188:43717 ESTABLISHED

Al IPE 0123t Syn Flooding 22 Al
" =-3-H0 11101
0. <FSA S8z



I.DD0S 34 S AlY =HI

1.J] dXIE A|28E 0182 Z2UHS Ml =

® 21 2MES 58 BUHE
JIZ HIEYIT ZHIL3/LE AR, B2E, Lope SIIM MIB0t= 22 JIsS
012010 BLIEIZ 43
0 SLX| L S IP

et P A

- BLUHZ : 13/14 AHAXI,

d
ih.

PI2U/2QI/AMENS) S Mt
B, ol 5

o
40

T N, 7 Date T Time T ¥ ¥ 0. T T Acl T | T Source ¥ oo, Pod T Dsi T Semnice
B4ESIZ TAprZi 2056 [ = FW-2 [E] @ Drop R 1915375442 17385 1E8 Fittp
BAESD3  Tapr2lE  20:E3:16 = Fw-2 [E] @ Or i E’ 41381 12345 168 5 hiip
GUSI Fapr2im 205316 fl = Fw2 El@ D IeP VE26EBE 1T 12395 1G0T hitp
RAESDS Fapr® 20806 S = FW-2 B @ e 15420845732 17345 1E2 T fittp
B4EE06  Tapr2lE 205316 = FW-2 [E @ Drop TCP 18076496786 12305 160 Y il
B4EGDT  TApIZIA  20:53:16 E FW-2 [E] @ Drop TSR 40,105,157.23 12345 1c0 S Hitn
RS0 FApr2E 205316 fE = FW-2 [E] @ Drp B 21623192230 12345 160 e Hitp
GABS0Y  Fapr2lE 205316 = FW-2 [E] @ Drop TEp 13512726068 12395 160 S hitp
BUESI0  TApIAIE A1 = FWw-2 [ @ Drop I AT11Z61135 12345 166 S Hitp
BAEST!  Tapr2lE  20:E3:16 fl = Fw-2 [E] @ Drop To2 14322610178 12346 168 3 hilp
G4E512 TaprPIDE 205316 S = FW-2 [E] @ Drop TER 2IE 12645185 17335 10 hito
RAES1S TApr® 208306 B = FW-2 [E] @ Drp R BLPILIGA2IE 17345 150 Hitp
GAEETA TApr2lle 20316 = FwW-2 [E] @ Drop Tcp 2020373148 12345 160 Y it
BIESIS  TApAIE 2116 = Fw-2 [E @ I Iek 95,594 12345 1E0. S Hitn
BUGIE TApr2A 20516 JE FW-2 E @ D e 2411410923 17945 168 [T tittp
BIS1T Fapr2lE 208306 f = Fw-2 Bl @ Drop TR 82145146247 12305 160 S hitp
B4ESIA T7Apr2lld e = Fwr E @D [P 226565100 12345 16 D Hitp
BUES19 Fapr2ld 208316 Bl = FW-2 [E] @ Drop e 13688517 12345 18 Fillp
BUSZ0 Fapr2E 205306 i = Fw-2 Bl @ Drop [ER 1512027550 12305 1G0T hitp
BLEEZ1 AR 2516 Bl E FW-? [E @ Dmp @R 45.E1L21143 17345 150 T Hitp
BAEGEZ  Tapr2lE 205316 E = FW-2 [E] @ Drop Ter 116637413 12345 160 Y hitp
BYESZ3  TApIAIE  A1EE:IE (& FW-2 [E] @ Drop Itk 1252355E 140 12345 160 S hitn
BAESZ4  Thpr2lE  20:E3:16 = FW-2 [E @ Drop e 155135112 12345 168 3 hitp
GISZS  FApr2lE 208306 fl @ Fw-2 B @ Orop TeR 71185292133 12305 168 hittg

=410 ro1g

Finangial Security Agency

ot
@



I.DD0S 34 S AlY =HI

1.J] dXIE A|28& 0182 ZLIHS Ml +1=
0 AMH 85 =11

- S ¥ | 32 w9l 9 3A (4 HOIX S Tt

- 848%: A1H101IA1 K30t AX| 232 HOIXIO gt 2F =
S22t HOIXIo tiet R0l 240l St
- ZUHZ : MU 8% =1 8ABIPSSE St M reset =2

80 - - [O8/Apr/2008:13:34:24 +0900] "GET /epguides2/uww.geocities.com/TelevisionCity/Stage/2950/az/D.htnl HTITP/1.@° 404 362
- - [98/Apr/2008:13:34:24 +0900] "GET /epguides2/www.epguides.com/FearingMind/index.htm HTTP/1.0" 404 347

- - [08/Apr/2088:13:34:24 +0900] "GET /fepguides2/www.epguides.com/Moloney/index.htm HTTP/1.0" 484 343

- - [0B/Apr/2088:13:34:24 +0900] "GET /fepguides2?/epguides.com/BlackSheep/logo.jpg HTTP/1.0" 484 341

- - [98/Apr/2008:13:3%:24 +0900] "GET /epguides2/epguides.com/AgainsttheGrain/index.htm HTTP/1.0" LO4 347

- - [OB/Apr/2008:13:34:24 +0900] "GET /epguides2/uwww.epguides.comf/Level®/index.htm HTTP/1.0" 4Dy 342 o
- - [08/Apr/2088:13:34:24 +0900] “GET /epguides2/epguides.com/Riptide_AU/index.htm WTTP/1.0" non 3u2 —AlGHA| 2=
- - [0B/Apr/2088:13:34:24 +0908] "GET /epguides2/epguides.com/MacgruderandLoud/index.htm HTTP/1.06" 4O 348

- - [08/Apr/2008:13:34:24 +09080] "GET fepguides2/epguides.com/BuilttoLast/index.htm HTTP/1.0" uou 343 U|(0|A| @&

- = [08/Apr/2008:13:34:24 +P900] "GET fepguides2/www.epguides.con/TUFunhouse/index.htm HTTP/1.0" 484 346

- - [08/Apr/2008:13:34:24 +0908] "GET fepguides2/uww.epguides.com/Agency/index.htm HTTP/1.0" LBY4 342

- - [0B/Apr/2088:13:34:24 +0900] "GET Jepguides2/epguides.com/YoungAmericans/...htm HTTP/1.0" 484 343

= = [0B/Apr/2008:13:34:24 +0900] "GET /epguides2/epquides.com/BonnieHuntShow/index.htm HTTP/1.6" 404 346

- - [08/Apr/2008:13:34:24 +0900] "GET /epguides2/epguides.com/StrangerswithCandy/cast.jpg HTTP/1.0" 404 349

- - [08/Apr/2008:13:34:24 +0900] "GET /epguides2/epguides.com/CityKids/index.htm HTTP/1.0" 404 340

= = |OB/Apr/2008:13:36:31 +0900] "GET jindex.php HITP/1.0° 200 48731

= = [BB/Apr/2008:13:36:31 +0900] "EET findex.php HTTP/1.8" 280 48726
pr SEEH T Aindex.php HTTP/1.87 208 48720
- - [98/Apr/2008:13:36:31 +0900] “"GET /index.php HTTP/1.0" 200 48731
= = [BB/Apr/2008:13:36:31 +0900] "GET findex.php HTTP/1.0" 200 48726
- - [O8/Apr/2008:13:86:31 +8980] "“GET /index.php HTTP/1.8" 200 48731
- - [08/Apr/2008:13:36:31 +0900] “GET /index.php HTTP/1.0" 200 48731
- - [08/Apr/2008:13:36:31 +0900] “GET /index.php HTTP/1.0" 200 48731 I AH2] miel
= = [BB/fApr/2008:13:36:31 +0900] "GET .p"ind!x.php HTTP/1.8" 2808 48726
- - [08/Apr/2088:13:36:31 +B9@80] "GET /index.php HTTP/1.0" 200 48726 H|0|A] R
- - [08/Apr/2088:13:36:31 +0980] "GET /index.php HTTP/1.0" 200 48731
- - [O8/Apr/20088:13:36:31 +0900] "GET /index.php HTTP/1.0" 200 48731
- - [0B/Apr/20088:13:36:31 +B986] "GET /index.php HTTP/1.8" 200 48731
- - [08/Apr/2008:13:36:31 +0900] “GET /index.php HTTP/1.0" 200 48731
- - [08/Apr/20068:13:36:31 +0900] “GET /index.php HTTP/1.0" 200 48731
- - [08/Apr/2008:13:36:31 +0900] "GET /index.php HTTP/1.0" 200 48731
- - [08/Apr/2088:13:36:31 +B9@0] “GET /index.php HTTP/1.8" 200 48731

=410 ro1g

-11- Finangial Security Agency



(H& HOIX|I S met
| %= HIOIXIO CHE 2F Al

MAPSSE S8t MM reset ER)

Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr

13:34:24
13:34:24
13:34:24
13:34:24
13:34:24
13:34:24
13:34:24
13:34:24
13:34:24
13:34:24
13:34:24
13:34:24
13:34:24
13:34:24
13:34:24
13:34:24
13:34:24
13:34:24
13:34:24
13:34:24
13:34:24
13:34:24
13:34:24
13:34:24
13:34:24
13:34:24
13:34:24
13:34:24
13:34:24
13:34:24
13:34:24
13:34:24
13:34:24

2088]
2088]
2088]
2088]
2008]
2088]
2088]
2088]
2088]
2088]
2088]
2088]
2088]
2088]
2088]
2088]
2088]
2088]
2008]
2088]
2088]
2088]
2088]
2088]
2088]
2088]
2088]
2008]
2088]
2088]
2088]
2088]
2088]

[error]
[error]
[error]
[error]
[error]
[error]
[error]
[error]
[error]
[error]
[error]
[error]
[error]
[error]
[error]
[error]
[error]
[error]
[error]
[error]
[error]
[error]
[error]
[error]
[error]
[error]
[error]
[error]
[error]
[error]
[error]
[error]
[error]

[client
[client
[client
[client
[client
[client
[client
[client
[client
[client
[client
[client
[client
[client
[client
[client
[client
[client
[client
[client
[client
[client
[client
[client
[client
[client
[client
[client
[client
[client
[client
[client
[client

208.20.20.10808]
208.20.20.10808]
208.20.20.10808]
208.20.20.10808]
20.28.28.1008]
208.20.20.10808]
208.20.20.10808]
208.20.20.10808]
208.20.20.10808]
208.20.20.10808]
208.20.20.10808]
208.20.20.10808]
208.20.20.10808]
208.20.20.1088]
208.20.20.10808]
208.20.20.10808]
208.20.20.10808]
208.20.20.10808]
20.28.20.100]
208.20.20.10808]
208.20.20.10808]
208.20.20.10808]
208.20.20.10808]
208.20.20.10808]
208.20.20.10808]
208.20.20.10808]
208.20.20.10808]
20.20.28.1008]
208.20.20.10808]
208.20.20.10808]
208.20.20.10808]
208.20.20.10808]
208.20.20.10808]

File
File
File
File
File
File
File
File
File
File
File
File
File
File
File
File
File
File
File
File
File
File
File
File
File
File
File
File
File
File
File
File
File

does
does
does
does
does
does
does
does
does
does
does
does
does
does
does
does
does
does
does
does
does
does
does
does
does
does
does
does
does
does
does
does
does

not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not

exist:
exist:
exist:
exist:
exist:
exist:
exist:
exist:
exist:
exist:
exist:
exist:
exist:
exist:
exist:
exist:
exist:
exist:
exist:
exist:
exist:
exist:
exist:
exist:
exist:
exist:
exist:
exist:
exist:
exist:
exist:
exist:
exist:

C:/APH_Setup/htdocs/epguides2
C:/APH_Setup/htdocs/epguides2
C:/APH_Setup/htdocs/epguides2
C:/APH_Setup/htdocs/epguides2
C:/APH_Setup/htdocs/epguides?
C:/APH_Setup/htdocs/epguides2
C:/APH_Setup/htdocs/epguides2
C:/APH_Setup/htdocs/epguides2
C:/APH_Setup/htdocs/epguides2
C:/APH_Setup/htdocs/epguides?
C:/APH_Setup/htdocs/epguides2
C:/APH_Setup/htdocs/epguides2
C:/APH_Setup/htdocs/epguides2
C:/APH_Setup/htdocs/epguides2
C:/APH_Setup/htdocs/epguides2
C:/APH_Setup/htdocs/epguides2
C:/APH_Setup/htdocs/epguides2
C:/APH_Setup/htdocs/epguides2
C:/APH_Setup/htdocs/epguides?
C:/APH_Setup/htdocs/epguides2
C:/APH_Setup/htdocs/epguides2
C:/APH_Setup/htdocs/epguides2
C:/APH_Setup/htdocs/epguides?
C:/APH_Setup/htdocs/epguides2
C:/APH_Setup/htdocs/epguides2
C:/APH_Setup/htdocs/epguides2
C:/APH_Setup/htdocs/epguides2
C:/fAPH_Setup/htdocs/epguides?
C:/APH_Setup/htdocs/epguides2
C:/APH_Setup/htdocs/epguides2
C:/APH_Setup/htdocs/epguides2
C:/APH_Setup/htdocs/epguides2
C:/APH_Setup/htdocs/epguides2

-12-

=410 ro1g

Finangial Security Agency



"1I.DDOS 2 2 AN =H)

2. 2LIHE AIAE X DDOS 34 UGS AIAH &

@ Netflow, FlowScan S8 0|2% 2LIHY
I B2 EjUE %%’UI" IP, FPS(Flows per Second), IP/MHIA T2 EZ2Y
Ar2g S0l Uist LUHE
% NetflowE A2 Al, HIEY3 EU|9] £0I &M JISoOIE=E M2 Al F9]
olIP Z=&Z(TCP, UDP, ICMP S) X

_EI-I_OJ:IIIEsgltIOGII[I.OI-:

J

- 2HMUS : S DeeaE0| IR0 BAO| AIRE B0 320| SII0Is 22
- 2UHS : 3*1-le I EOUIA HII'UI ZUEHE JlIsS(netflow, cflow)

OI2010 IP =524 bps, fps, pps s FUHE

Cadpers LSO by IP Protafal, Patkets, +oml/-in

Sril

P heth pEr deg

a

14: 30 =g v L FEH T S0l GhoD HooD LSl R LI

B TEF gur O =iaiT cax DN S0F ser [ DO gun B EATRL gen
Brria WeEwsTia Boee e B iCw e B0 b

— <FSE S8=2 Ty
Finangial Security Agency




J00S 34 tis Atd =dl

2. DLIEHE AAH 2 DD0S 34 UGS AAH &2
0 MH|A Y A2

-ESN:ZHUS L QUMAS
- ZHNS : SH MHIA AISZ0| BAO| A2 2L 2H0| ZII0l= 22
- QUE : 13A9IK], AHNA H20Ks SUE JIshetflow, cliow)S

0120t MHIAE bps, fps, pps S PUHE

Ceapirr Well Enown Services flows, sout/=in

1
1]
il
'R
L]

1

LL M= -] 160 1w o0 00 Fr =] oo on Gr-m L= e OF .90 i 1= 02

[ Telekr® gre ) Teledr® dsr @ Freks @ aTTr gec ERTTF a5t B FOP DATA gec O OTE DATH d4f
5 O Exafprger I'illlTl' '|.rr .5 T dak n,'-'nll' O =aiT W L

— <FSA S8
Finangial Security Agency




"Il.DD0S 2 S AI™ =H|

2. BLIHE AIAHE 2 DD0S 34 UiS AIAH &8

® BUEHE AAYS 0|82 BUHS
- IDS, TMS, HIEYT A4 NAH Sil} 22 TUHY AIAY 018
- YIS0 et A 2 3H H DU

- UIERT 220 TAP &X1 X OIS E 0188 ¢ AlZt BUHS 2R

L3 AQX| n—_—
(BHE)
TAP
Bt 5t ]
ZLEE
HEZH
(IDS, TMS,
L4 A QK| =M AlA”> F)

SYTTITT

— <FSA S8
Finangial Security Agency




100

Network Layer

W TORED A%
W UDFEA5%)
W ICMPOE 94%)
[ ARP{15.47 %)

100
W FTP(5.044%)

"""""""""""""""""""""" M TELHET(2457 %)
O HTTP(52.60%)
[l POF(4.00%)
------------------------------------------- W NetBIOS(E 35%)
W 1P Others(5.35 %)

[

TELNET

2656

arg2

RLOGIN

Services over IP SMTP

%
100
Il < 64(36.05%)
""""""""""""""""""""""" W 54-127(11.82%)
____________________________________________ [l 128-255(17.36%)
[ 256-511(20.69%)
-------------------------------------------- [ 512-1023(0.12 %)
____________________________________________ [ = 1024(3.45%)
BOf - - -
1] I I | I - -

Frame zize

DNS

NETBIOS

etc.

Arm Time : 20020718 12:03:259 =T
Elapsed Time : 00:01:14
Total Bytes : 196.66 KBytes
Total Frames : 693
Average Frame Size | 283.78 Bytes
Average Throughput : 248.00 KBwtesisec

| Frame rel % Byte rel % | n Pausel W Clear |

— <FSA S8
Finangial Security Agency




I.D00S 34 US AKY =l

2. DLIEIE AIAH XX DD0S 34 UiS AIAH &8

0 AHIX| &I & St 28 JIs A8
-2 XN 7_|:| x

Q) Threshold : 25 pps

=0 I04_1Q ]
= T
-17- ( @ Fin;r%i;;;;!:hgem



"Il.DD0S 2 S AI™ =H|

2. BLIHE AIAHE 2 DD0S 34 UiS AIAH &8

0 2Y AlIZHResponse Time) M
— E XN - Al.QIl. °l:|- 2 ng Eb} II-OH 0;|_I?I_ ]]'_I.OI-

—|-I-—| oL O

%'11’3-?- MU S'é.* ST EMOHH &cdDl= 3%

- ZUHZ : AF0M &AM S8 S8 5= ZEUHS

0.4

0,.2e

0,22

kH
Hi

0,28
0,24

0.z
0,16

0,1z

o.0e
¥

0
S EEFE S PSS SEEEFE S PSS S S S S S
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%I SAMAAH S22 012010 A [HzIE 2A
Aot MAME THEI(TTL Frame Size,
L7 ALK '=01I ’5196|01 gX/Ag =

010
£
X+
Ta
W e
»u
o
1o O

23
=
il
T

2
c:* u

- NTTtp

3 =Y -] Len=0 Ms
http [SYN] Se

30403 274.404848 240, 51'2a4 116 20.20.20.

2 b q=0 Len=0 mMss=1460
30494 274,.404852 185.163.171.28 20,20.20.2 TCP 1024 > http [S¥YN] Seq=0 Len=0 M5S=14a0
30495 274.404856 128.68.242.115 20,20.20.2 TCP 3072 » http [S¥W] Seq=0 Len=0 Mss5=14&0
30496 274.404859 F5.37.169.3 20.20.20.2 TCP 3072 > http [SYN] Seq=0 Len=0 MSS=14&0
30407 274.404863 02.27.200.40 20,20.20.2 TCR 3072 » http [S¥N] Seq=0 Len=0 Mss5=14&0
30408 274.404866 116.20.30.18 20,20.20.2 TCP 3072 » http [S¥W] Seq=0 Len=0 MSS=14&0
304909 274, 404870 157.60.248.93 20,20.20.2 TCP 3072 » http [S¥W] Seq=0 Len=0 Mss5=14&0
30500 274.404872 29.236.7.113 20.20.20.2 TCR 1024 > http [S¥M] Seq=0 Len=0 MSS5=1460
INS0] 274.404875 236.55.54. @ Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECW: 0x00)
30502 274.404876 123.8.166. Total Length: 48
30503 274.404878 160.220.15 Identification: ox02fe (768)
30504 274.40487% F0.130.10. @ Flags: 0x04 (Don't Fragment)
30505 274.404883 B6.128. 90, Fragment offset: 0
30506 274,.404887 203.192.19 Time to live: 128
30507 274.404895 220,252,113 Protocol: TCR (Ox08)

® Header checksum: 0x86d3 [correct]
Source: 51.171.21.49 (51.171.21.49)
pestination: 20.20.20.2 (20.20.20.270
= Transmission Control Protocol, Src Port: 1024 (10240, Dst Port: http (80), Seq: 0, Len: O
Source port: 1024 (10247
pestination port: http (800
Sequence number: O (relative seguence number’
Header length: Jo es
[+ Flags: 0x0002 (SYN)
window size: 8192
“TChecksum: uxro9s Loorrect]

& options: (8 bytes)
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1. PPS 7} (PPS Consuming])
0 TCP Out-of-State Packet Flooding 24

EII

LS9 ACK/SYN+ACK/FIN/RST S2| 3!
SAHO0IL LA St 20] MJMS &
MHO| CPU AL

95 YEYT ZH| 2

IP Spoofed Syn Flooding &

2] IP} HAEIX] %S 8L
TCP Connection Flooding 24

3) H2F HXl = S| ulAl

_23-

0|

0|

[ACK/SYN+ACK/FIN S)

ol S

ol S

xjorel YEYT RH| 2 MHOI S TH%) 2 w7 K

FSAE
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2. & MHIZ X|3(http Flooding)
0 S URL 5 =5 AT(EMEH F01 &)
=3
IPE B1XO0H] %511, 8 &0l 3 way handshake £ S8t URL U5 @F

[get /index.jsp S)YL
M2l CPU & Connection X119 11ZE |

-

e wol

1) 29| ZIAX| I} ALY HL

TCP Connection Flooding 2 {2 dotn} s
2) 29| X&AX|Il 2HY BL

TCP Connection Flooding & S YoHl} S

3] MH &™ BHFAAIEH
KeepAliveg offE H&E
MaxClient& X+XIE A

4) M 54
0] DDOS tHS AIAE ALE




2. 8 MUlA XIA(http Flooding)
0 ZJU(ZIQN) S AIS(RAIH X DB AMH $0F 24
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ol 3 way handshake ¥ 219! & A
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3. HEE E™ M&(Bandwidth Consuming)
0 UDP/ICMP Flooding

HERA3 218 Y= 112
34 Ul AHe 22 UIEATNNM

MO

1000~1500byte S0 2 T3S 84 & MHUEAT=Z M5
=
o

S 2= MH2 &S S0 /&

Q8 UDP/ICMP AHIA XiE
o | At9| T1ZHZRI GW, IDC 2HRE SI0IM KHe
2) 32 (1A MHOI LHO! NULL 2t S MS(AIOH
A MHOI TS NULL 2H2 S XS0 FRNOE 32 SaiT 244
SAYEATM 2LFOI CIE MH/MHIA B
3) DNS AJH9| C152}
CHS DNS MHE 29
HI30! S=7I20I DNSE
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[2]22H [Middle Met] [LH=841
20,20.0.0 20,20.10.0 20,20.20.0
(- SmarB
e : ]
— e - [ |
bvalanche [ e R ] ...... ! e
20.20.0x Qe s 2500 20,20.0,50 20, 70,2050 R Defloctor
L . - 20,20,20,4
o254 10,254 10,253 20,253
dttacker PC
20,20.0.1
attacker PC e Yictim Server
20,20.0.2 22| Switch e 20,20, 20.2
==
HA A=
PC
20,20.0.3
"FEIF'C R
192, 1E8.
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Algig s 44
: IP Spoofed Syn HXE IPE 012010 CiEO] TCP Syn IH3lES M&0l=
Flooding a4
9 TCP Connection ANl IPE 012010 T TCP Syn I§2lS M&0l=
Flooding a4
TCP Qut-of-State HX = ANl IPE 01201 CHEol TCP IHZI(ACK,

Packet Flooding

SYN+ACK, ACK, FIN S1E 8 30l= 34

4 http Flooding

=0Is} RIS HIZNMOZ QNpl= 2 A

BH0IXIo) TH2TIEIE #Z010] B=xo2 a0l

o_l

rl

o UDP/ICMP Flooding

HXx = &Ml IPE 012010 ThE2l UDP/ICMP IH 2!

6 IP Flooding

BXE PEAQ HIHEEE JIX NS

Fragmentationot0| M&0l= 24

* Spoofed SYN Flooding S
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A
Pk

Response time

- Smartbit 012 100M*& SYN Edi™ SIIAIPIH
Reflector M

— XICH 800M Syn IHZ! HA[AAIP HZE)OHN
Reflector(20.20.20.4) 24 Al HA M
(1000 connection) 44 ({5 =tol

- Response time ZSA(SIIHF]

CPS

— Avalanche 0|2 =X
(0l : =S 69D A Jis 0F)

Max Connection

— Avalanche 0|2 =X
(Ol - 150200 MM WA SX1 0F)

#%?%%Z\I,{put — SmartBit 0|12
— SmartBitOli A otLt === O=+9] IPE 0|2
HZ)| 2 — CHaksF 1G SYN EdH(2F1483HH/X)2 MM
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0 712 Al&EA(Tomahawk, Avalanche)OiAM SmartBitS 0|2010] 2atet 1G
EjmE I} MAGI0 Background & A 2 JisAlgE=

0Jls AlE AlQt ST AF 5 I

5. Bypass Al¥

0 JIZE MIMI(ftp, ssh S) §XI & IH3l(ping) &4 =HA

— <FSA S8
Finangial Security Agency



6. MZAl AHAIS

0 28210 2 BHE 1121010 DDOS IS AIAH MAE TQ
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- In-line YAl E£= out-of-path BHAl
-HE|HI Ad X ds S
0 DDOS HE A|AH! 2 A, MAESH HAHOIOIA(AAHIX] &A™, XIS AIZES)EHQ
- 24 HS Al & MU|A0 Gt V28 58 oF O 2

1

=0 I04_1Q ]
='§' [
-33- (_w Finpnﬂri;;wmitﬂ Agellm_v






